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Hotmail is one of today’s leading web-based e-mail
services, but it’s important to protect your account in
order to keep yourself, your data and your contacts
safe. Here are some handy and effective tips on how
to safeguard your Hotmail account, brought to you by
ALQST’s Digital Rights Unit in collaboration with Digital
Protection.



Digital Rights Unit

ALQST’s Digital Rights Unit, in collaboration with Digital
Protection, brings you important step-by-step advice on
how to protect your accounts.

How to enable/disable two-step verification, an
important security feature:

BE Microsoft Step 1:

R Log in to your Hotmail/
G Outlook account and
click on this link here.
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Step 2:

Click on “Two-step
verification”.



https://account.live.com/proofs/Manage
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Set up two-step verification

Two-step verification adds an extia layer of protection 10 your account. After you've turmed! it on, well ask you to enter an additional security code when you sign in W|
In the following steps, we'l help you:
1. Make sure you have up-to-date securiy info where you can receive securiy codes.
2.Setup an authenticator app if you have a smartphone. (With an authenticator app, you can get security codes even if your phone isn't connected toa cellular net
3. Print or write down your recovery code

4. Creste app passwords for apps and devices (such as Xbox 360, Windows Phone 8 (or earlier), or mail apps on your other devices) that don't support two-step ver|

Next Cancel
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Set up the Microsoft Authenticator app

Get the Microsoft Authenticator app to sign in with your phone, not your password. Or, set up a different Authenticator app.

Set up an authenticator app

1. Search for “authenticator” in your app store.
2. Open the app.

3. Pair the app with your Microsoft account by scanning this bar code.

I can't scan the bar code

4, Ventty the pairing was successful by entering a code below.
Code generated by app
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Step 3:

Click on “Next”.

Step 4:

Select “set up a different
authenticator app” as
shown in the image.

Step 5:

A QR code will appear on
the screen. Download the
Duo Mobile app on your
phone using

this link for an Android
phone or

this link for an iPhone

then scan the QR Code that
appears.


https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en
https://apps.apple.com/no/app/duo-mobile/id422663827

Set up an authenticator app

1. Search for “authenticator” in your app store.
2. Open the app.

3. Pair the app with your Microsoft account by scanning this bar code.

I can't scan the bar code

4, Ventty the pairing was successful by entering a code below.
Code generated by app

@ o e sors ey cookes lemsorise  Gomaus  wiawsot 0

Microsoft account | Yourinfo  Privacy  Security  Payment & billing v & subscriptions  Devices,

Set up your smart phone with an app password

There are  few steps you need to take to make sure all your apps and devices work with your Microsoft account. You need to create an app p|
sync your Outlook.com email with your smartphone, choose a link below to get instructions.

Do you sync your Outlook.com email on any of the following devices?

I sync my Outlook.com email on an Android phone
I sync my Outlook.com email on an iPhone
I sync my Outlook.com email on a BlackBerry phone

If you don't sync your Outlook.com email with any of the above devices, tap or click Next.
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Some other apps and devices need an app password too

If you use any of the following, learn more about how to set them up:
Xbox 360

Outlook desktop app for your PC or Mac

Otfice 2010, ttice for Mac 2011, o earlier

Windows Essentials (Photo Gallery, Movie Maker, Mail, Writer)

Zune desktop 2pp

You can also set these apps and devices up with an app password later, but they won't work until you do. Visit the secuntty info page any time to get a
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The Duo Mobile app will
show you the digits you
need to enter.

Step 6:

Enter the six-digit code
generated by Duo Mobile
in the empty box, then tap
“Next”.

Step 7:

If you want to use Hotmail
on your phone, you will
need to sync it to your
device. Click on the link
for your phone’s operating
system or click “Next”.

Step 8:

Click on “Finish” as shown
in the image.



©

You have successfully activated two-step
verification using an authenticator app.

Source:
Digital Protection (digital-protection.tech)

ALQST wishes you safe use of
" (e _ your devices.

Protecting your device means protecting
your personal safety.
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